CHCS

Confidentiality And Password

Protocol Statement

The Privacy Act of 1974 Imposed responsibility to provide misused or compromised data concerning individuals. It has three main provisions.

A.
CONFIDENTIALITY OF INFORMATIONTION

Most of the Information within the Composite Health Care System (CHCS) is sensitive, unclassified, and personal medical information. Only authorized people or agents are allowed to disclose this Information. Federal Iaws impose penalties for illegally using sensitive patient information.

B.
DATA lNTEGRITY

Patient treatment decisions are made from CHCS information. The Privacy Act requires mechanisms to ensure data in the system is accurate, relevant, timely, end complete. Users of the system responsible for ensuring all data entered into CHCS Is accurate.

C. DATA SECURITY

The third provision of the Privacy Act requires safeguards for confidential and secure records. This entails protective measures for preventing accidental or malicious alteration, destruction or disclosure of personal Information that could affect medical care.

YOU ARE responsible for following all security related guidelines as per Department Of Defense and local directives. Your ACCESS CODE and VERIFY CODE are unique to YOU, IT MUST BE KEPT CONFIDENTIAL. The code replaces a handwritten signature and is legally equal to a handwritten signature.
· Your password is necessary for you perform your duties. You must memorize this password. DO NOT write it down or allow anyone else access to YOUR PASSWORD.

· If you suspect that someone else IS your confidential password, notify your supervisor immediately arid request a new password

· If you change your status or job in anyway (i.e.. job description legal name, job title, etc.) You MUST summit tile change in writing to the Management Information Department so that system information can be updated.

I have read and understand the security guidelines given above, the necessity for safeguarding my password, and the integrity of CHCS. I understand that if I divulge information that is protected by the Privacy Act or my password, I may be prosecuted under the Uniform Code Of Military Justice or the United States Code (sec5 U.S.C. 552a (I)). I will handle my password as stated above.

______________________________            ____________________________________

Printed Name/Grade of User
Signature

                                                                        ____________________________________


Date
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