NHGL NAVHOSPGLAKESINST 5239.1C.


INFORMATION SYSTEM USER CONFIDENTIALITY STATEMENT/AGREEMENT





The privacy act of 1974 imposes user responsibilities to prevent misuse of information or data on ISs.  Its main provisions are:





    1.  Confidentiality of Information.  The majority of the information on NAVHOSP ISs is sensitive personal medical information.  Only authorized personnel are allowed to disclose this information.





    2.  Data Integrity.  Patient treatment decisions are made from NAVHOSP IS's data.  Users inputting data into a system must ensure that the information is accurate, timely and relevant.





    3.  Data Security.  The Privacy Act requires safeguards to ensure record confidentiality and correctness.  This entails protective measures, such as access codes, to protect data which might otherwise be corrupted, thereby affecting the provision of appropriate medical care. 





I understand and agree to the following conditions in the performance of my duties:





    1.  I will memorize my access codes and ensure their confidentiality.





    2.  I will ensure the confidentiality of telephone numbers used to access the CHCS.





    3.  If I feel my access codes have been compromised in anyway, I will immediately notify the operations trouble desk (ext 5480/5490), TASO or CHCS system manager, as appropriate, and request a change.





    4.  I understand my access codes represent a handwritten signature and are legally equal to a handwritten signature.





    5.  I understand that NAVHOSP ISs are protected by federal law and are subject to monitoring, including keystroke capture and analysis.  I give my express consent for such monitoring and understand that any evidence of unauthorized or criminal activity will be provided to the proper authority for possible disciplinary action.





    6.  I have read and understand the security guidelines outlined in NAVHOSPGLAKESINST 5239.1C.


�
    7.  I understand that if I divulge any information protected under the Privacy Act of 1974, I will be subject to disciplinary action under the Uniform Code of Military Justice (UCMJ) or rules governing the conduct of civilian personnel.  





    8.  I will, as part of my check-out procedure from the NAVHOSP, notify the Management Information Department (MID) of my transfer and ensure my access and verification codes are deactivated.





                              		                                  


User's Department             		 Extension





                              	 	                                 


Printed Name of User           	User's Signature/Date





                               		                                  


Printed Name of Dept. Head     	Dept. Head's Signature/Date





                               		                                  


Printed Name of TASO          	 TASO's Signature/Date
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