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Wright-Patterson Medical Center

Systems Access Request (SAR)

Dated 9 April 2003 supersedes all previous packages

Please complete the following process to gain access to Wright-Patterson network resources, Email, CHCS, and other automated information systems.  Pls try to complete the process in the order suggested below

1) The Orderly Room in the Administrative Services office (basement) will issue SAR Packages.  The Orderly room will advise you where to find the Security Manager (see #5); ask if they don’t
2) Fill out the top of page 3.  Make sure you include rank if applicable.  If you are not sure about office symbol or appropriate job title, ask your supervisor 

3) Have your supervisor check boxes on pages 5 & 6 for the systems you need access to, then have them sign on page 3
4) Read and check all the boxes indicating your understanding, and sign page 4
5) Have the Security Manager in the Administrative Services office (mail room at the basement) sign page 3.  Depending on your status (e.g. contractor, med students, etc), you may have to complete some additional paperwork

6) Proceed to the Information Systems Help Desk on the first floor (room 1H10A by the elevators) to complete the Security Awareness Training and Education (SATE) test on one of the PCs set up for this purpose  

· Read the training document and answer the questions online – open book test!  

· Print out two copies of your score results; attach one to this package, keep one for your personal records

· If you have documentation of previous SATE training completed this calendar year, you may attach that instead of re-accomplishing this training

· SATE documentation MUST accompany this package before system access can be granted, no matter how urgently access is required
7) Remove this page and keep it for future reference.  Information on the reverse (page 2) makes an excellent quick reference guide for posting near your PC

8) Turn in completed SAR package to Information Systems Help Desk staff

· Contact (257-1468) or visit the Information Systems Help Desk (room 1H10A) between three to five days for your user ID, password, and assistance in setting up a PC for use with your new account.  Accounts with additional security requirements may take longer than five days.   

· If you need urgent access to CHCS / CIS, we can expedite getting your clinical accounts built.  If this applies to you please brief help desk staff on your situation

74 MDG Information Systems Help Desk: 257-1468
Online Help Desk: https://129.52.34.193/workcenters/is
Non-compliance with the rules listed below may be reason for termination of network access and / or administrative actions.  Remember: You have signed acknowledging your understanding …
RULES FOR USING A GOVERNMENT OWNED PERSONAL COMPUTER: 

· Official use only (or a use authorized by your commander or supervisor, e.g. school)

· Never, ever, tell anyone your password … PERIOD!
· Do not let anyone else use your account.  Ensure a password protected screensaver is activated when you are away from your computer … YOU are responsible if someone else inappropriately uses a PC while you are logged on … we highly recommend your screensaver is set to automatically activate after 5 minutes  

· Scan floppy disks for viruses and report all viruses to the Customer Service Center (x71468) or Computer Security Office (x71329)

· Only authorized software can be used (don’t load personal software on a government computer)

DO NOT USE GOVERNMENT INTERNET & E-MAIL RESOURCES FOR:

· Personal or financial gain – e.g. trading stock, updating portfolios, running a business

· Creation or forwarding of chain letters or attachments not related to official business 

· Displaying, storing or transmitting offensive, harassing, or obscene material
· Storing or transmitting classified material 
· Storing or transmitting copyrighted material without prior approval from the author and publisher

· Participation in chat lines except with prior approval of public affairs 

· Streaming audio / video for non-mission related uses – e.g. radio stations or sportscasts

· Logging onto a commercial ISP (or any other use of a modem unless specifically authorized)  

Refer to the following AFI’s for additional guidance:

- AFI 33-119 – E-mail Management and Use          

- AFI 33-129 – Transmission of Information Via the Internet

- AFI 33-202 – Computer Security                            

- AFMAN 33-223 – Identification and Authentication
Your Network Password Must:     (See Password Policy on the KnowZone Online CSC for more complete info)
· Consist of between eight and twenty characters

· Use at least one number intermixed with alphabetic characters.  That is, the number(s) shall not appear solely at the beginning or end of the password

· Mix the use of upper and lowercase letters  

· Contain at least one special character, e.g. !@#$% etc.  Special character(s) also shall not appear solely at the beginning or end of the password

· Never include names or any word found in the dictionary (password cracking software uses dictionary data)
CHCS training – POC Wayne Phelps @ 7-0952:

CHCS training is scheduled upon request.  All CHCS users are required to complete a 2-hour orientation.  Additional training for physicians with inpatient duties is 6 hours; for physicians without inpatient duties – 2 hours.  Depending on their assigned duties, nurses and techs may want to complete some or all of 4 additional 2-hour classes: booking; order entry; scheduling supervisor; and inpatient order entry  

CIS training – POC Allen Grate or SSgt Keith Brown @ 7-6463:

CIS training is scheduled every Wednesday starting at 0800 in room 1H10.  Total training time is approximately 30 minutes for Medical Students III and IV; 90 minutes for physicians; 60-90 minutes for Ancillary personnel; 2-hours for Techs; and 4-hours for RNs 
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_________________________________
_____________

____________

Name & Rank (Last, First, MI, Rank)

Office Symbol

Office Phone 

____________________________________

_________________________

Job Title (As you want it to appear on LAN account)           
SSN  (Required to lookup clearance info)

__________________

_____________________________________

Date of Birth



City, State (or Country if not USA) of Birth 

1) I am a (n): (Check all that apply) (All need Local Files Check)

· Active Duty Service Member (Active duty residents please check both AD and resident box)
· Civil Servant

· Contractor – Company Name: __________________

· Reservist (IMA)

· Resident 

· Military
· Civilian (NAC not required)
· Student  (NAC not required)
· Military
· Civilian
· Volunteer
· Summer Hire
2) I am a:

· U.S. Citizen

· Naturalization Certificate (if applicable…photocopy required)

· Foreign National: Green Card – Alien Registration Number: ____________ (photocopy required)

· Foreign National: Visa – Registration Number on Visa: _____________ (photocopy required) 

3)  This is a:

· New user request, new to Wright-Patterson

· New user request, PCA from other Wright-Patterson organization

· Modification of existing user request – Current user ID: _____________

Modification packages require a signature from your supervisor but not the security manager (unless the user is requesting a network account).
____________________________                        __________________________

Supervisor Printed Name or Stamp                        Supervisor Signature

Signature of supervisor is verification that user has legitimate need for access to requested systems / applications

To be completed by Security Manager (7-9804)

Administrative Services in Basement

_____________________

_________________

__________

Security Manager


Signature


Date

National Agency Check( Required ( Initiated ( Pending (Current Date________

Security Clearance Information:

· Top Secret _______________________________

· Secret ___________________________________

· Favorable ________________________________

· Local Files Check ( Initiated (Completed/ (Favorable (Unfavorable Date________
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 Read, check the box indicating your understanding, and sign below    

RULES FOR USING A GOVERNMENT OWNED PERSONAL COMPUTER: 

· Official use only (or a use authorized by your commander or supervisor, e.g. school)

· Never tell anyone your password … PERIOD!
· Do not let anyone else use your account.  Ensure a password protected screensaver is activated whenever you are away from your computer … YOU are responsible if someone else inappropriately uses a PC while you are logged on 

· Scan floppy disks for viruses and report all viruses to the Customer Service Center (x71468), or Computer Security Office (x71329)

· Use only authorized software

· Passwords must comply with all published security requirements to avoid “cracking”

DO NOT USE GOVERNMENT INTERNET & E-MAIL RESOURCES FOR:

· Personal or Financial gain – e.g. trading stock, updating portfolios, running a business

· Creation or forwarding of chain letters or attachments not related to official business 

· Displaying, storing or transmitting offensive, harassing, or obscene material
· Storing or transmitting classified material 
· Storing or transmitting copyrighted material without prior approval from the author and publisher

· Participation in chat lines except with prior approval of public affairs 

· Streaming audio / video for non-mission related uses – e.g. radio stations or sportscasts

· Logging onto a commercial ISP (or any other use of a modem unless specifically authorized)  

By signing below I attest that I understand each item listed above.  I understand that my government provided computer and network access are to be used for official business only.  I understand that my use of government computer network resources is subject to monitoring.  I also understand that non-compliance with the rules listed above may be reason for termination of network access and / or administrative actions. 

_______________________________

_____________





Signature




Date


Systems Use Only: Date Received _________ Initials _________ W/O # ______________________
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· Network Account (Network & Internet Access)

· Email Account (Microsoft Outlook)



Note: Requesting an email account incurs the responsibility of reading and deleting (or appropriately storing) your email.  Full email boxes limit system resources and create an administrative burden.  Residents and IMAs: Are you willing to monitor your email account via the web when you are away from the Medical Center for extended periods?  

Clinical

· Composite Health Care System (CHCS)   

· Clinical Information System (CIS)

· Workload Management System for Nurses (WMSN)  (Inpatient RN’s only)
· Marquette Universal System for Electrocardiography (MUSE)
· Picture Archiving and Communication System (PACS) 

Additional form required, available at Help Desk.  POC Chuck Beverly @ 7-2414
· PHA Individual Medical Readiness (PIMR)

· Complete Immunizations Tracking Application (CITA)

Ancillary / Workcenter Unique

· Defense Blood Support System (DBSS)

· Nutritional Medicine Information System (NMIS)
· Command Core System (CCS) – Call Mark Bough @ 5-6815 x209
Administrative

· Self-Inspection: Continuing Assessment Management Program (CAMP) 

All personnel have read access, for write access call Holly Cavaliero @ 7-0739
· Third Party Outpatient Collection System (TPOCS)

· Ambulatory Data Module (ADM)

· Wright-Patterson Remote Access System (WPRAS)


· Secure ID Token
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The following software applications were written in-house by the Information Systems Flight Programming Office.  Each application has a Functional Area Manager in the applicable workcenter – you need their permission for access.  If you know who they are, you can get their signature on this form, if you do not, Programming Office staff can do this for you.     


Application





Functional Area Manager 

· Audio Visual Inventory Tracking System (AVITS)
________________________
· Awards & Decorations



________________________

· Central Processing and Distribution (CPD)

________________________

· Dysplasia





________________________

· Educate





________________________

· Epr/Opr





________________________

· Human Resources Tracking System (HRTS)
________________________

Note: Please do not request HRTS access just to be listed in HRTS, all 74 MDG staff are entered into HRTS by orderly room staff.  Only request access if you need to be able to input others into HRTS.

· Inventory (Eqmain)




________________________

· In/Out Processing System



________________________

· Keys






________________________

· Leave






________________________

· Medical Photo





________________________

· OB






________________________

· Off Duty Employment




________________________

· Medical Records Review (Peer Review)

________________________


Category:  MD ___       Nurse ___       Admin ___       Anesthesia ___

· Projects





________________________

· Readiness





________________________

· Resident





________________________

· ROI






________________________

· Third Party Liability Program (TPLP)


________________________

· Training





________________________

· Work Order





________________________
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